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What is NetMaster?

Product Description

CA NetMaster Network Management empowers new and
experienced network administrators to easily identify and resolve
network issues before they impact the end user and plan for future
demands with a choice of interfaces on a single pane of glass.

[a Subsystem Traffic Summary Results

Subsystem Charts

Subsystem Summary for CA31

mm—DISTDIST - 404K 603%
A SLGWDIST - 171K 25%
— 13 726

—X:-UVDIST 265 i

DB2 Address Spaces

IMS Address Spaces

Mlcez - 671k 8%
cICS - 849K 7t
IMS - 3325K
o a
MQ - 2019K Select S Type < Command
Other - 1169K

o | cn TERM
& cN TERM
c | con TERM
C cN | TERM
o | cn | TERm
& cn TERM

09293 Smart Network Management with CA Net

o,

3 Time 3 Date

|13:14:26/15-0CT-2009
13:09:1615-0CT-2009]

13:06:25/15-0CT-2009

[13:05:55/15-0CT-2009]
13:05:5015-0CT-2009
13:05:35/15-0CT-2009

CICS Address Spaces

—ANMECICS - 639K 82%
TCSVCICS - 68440 8%
s CBR4CICS - 61298 7%
ACBCICS - 19630 2%
m— SS0HCICS 0 <1%

MQ Address Spaces

o | o
SJob | S User |3

-y
d
< Secure Name D
YES FTPD CRARUDZ
YES FTPD CRARUDZ
7 Browse Con Details {QAl

m NetMaster®

Browse Connection Details

Date:
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CA Mainframe Network Management ’ﬁ
Product Family 7 e

CA NetMaster® CA NetMaster®
Network Network

Management Management
for TCP/IP 12.0 for SNA 12.0

CA NetMaster® CA NetMaster®
Network File Transfer

Automation Management
12.0 12.0

CA NetSpy ™
Network

Performance
12.0
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Comprehensive Toolset
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Dynamic Monitors

Diagnostic Tools

CA NetMaster for TCP/IP

Logical z/0S
mainframe IP
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Physical zf05%

mainframe IP
FESOUFCES

ENTERPRISE NETWORK

Other network

SNA Resowurces
rescuirces
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NetMaster Base Functionality

- SNA. TCP/IP. MVS, File
Transfers, other )
* Trends, Reporting, )
Diagnosis J
* Proactive, Intuitive, |
Flexible J
* Intuitive, Flexible J
SHARE
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cye - —
The zIIP capabilities s

- zIIP utilization: a growing factor in assessing the true value
of mainframe software purchases.

« CA NetMaster delivers the best zIIP exploitation
capabilities:
Code specifically designed to execute on a zIIP

Measures its own zIIP eligible and actual zIIP CPU

consumption
Region = XM={ TASK | ZIIP | BEST }
SSI = PAEXMODE={ TASK | ZIIP | BEST }

SDETEST (15.18.493 MetMaster : Command Entry Line 17 of 34
Command ===» status

===

Sw=tem + SDBTEST Limit 1000 wWrap OFF Edit OFF Scroll OFF Asvync ON

1---—+----190 LO0--—4+—--—--30 40---+----50--—t+----00---+----FO0-—-—-+-—-—--
M11417 CPU ACCOUNTING TI5 ACTIVE HIGH PERFORMAMCED)

M11l427 EXECUTION MODE REQ ACTUAL: FITP ZITP

M1l41l6e S¥5TEM BASE IS5 - Roe.6 LEVEL 1003

M1l426 55L PROVIDER IS5: No 5S5L Prowvider

M1ll4:29 PASSWORDS: ARE NOT CASE SENSITIVE.

M11414 5¥5TEM COMFIGURED WITH DEBUG FEATURE - RG6.6

M11414 5S5¥Y5TEM COMFIGURED WITH SMA (LMP=¥X) - R1Z2.0 LEWVEL 1003
M11l414 5¥5TEM COMFIGURED WITH 5SMAAUTO (LMP=X¥]) - R1Z.0 LEWEL 1003
M11414 5¥Y5TEM COMFIGURED WITH TCPIFP (LMP=Y73) - R1Z.0 LEWEL 1003
MS98601 SUBSYSTEM INTERFACE STATUS IS ACTIVE S5ID=0ANM.

SHARE
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Prima

'y menu — customizable

Profile command

SODETEST NetMaster : Primary Menu

Command

P

“Fl=Hel
F7=Bac

] 5 scroll + PAGE

.=Expand or Collapse ?=more actions
Monitors Userid GUECRO1
Historical Data LU NMF 31003
[P and SNA Network Diagnosis Mme  23:20:00
User Services SAT 06-AUG-2011
Operator Console Services OPSYS z/0S
Administration and Definition window 7

rerminate Window/Exit http:// 299.299.299.299:1036

System + CA3Jl

Condition Summary warning Problem Status
Stack TCPIP3I1 IP, TCP, and UDP Layers 1 VW AR NING
TCPIP3I1 Network Interfaces i

No ports monitored (by number) 0 0 4
Enterprise Extender 0 0

APPN/HPR (USILDAOL.A31X99) 0 0

IP Traffic Summary Pkts/Sec E/Sec Conns
IP Throughput: fotal: 1 Stk, B Interfaces 233.5 133k E
Applications: Most active: OTHER 214 .4 130k o 1%
E FZ2=5plit F5=Find Fb=Refresh
ward FB=Forward F9=Swap



SDBETEST CA31-0001
Command ===> _ Scroll ===» PAGE SHARE
Toshaclogy - Conmsclions - Results
S=Status L=Transient Log D=Display DB=Database ?=List Cmds
System Class Resource Desired Actual Mode Logical ovr
CA3l APPNHPR USILDAOL.A31l ACTIVE ACTIVE MANUAL OK
CA31l CIP NMDCIF3 ACTIVE ACTIVE MANUAL ALERTSEV2Z
CA3l CSHM C5HM ACTIVE ACTIVE MANUAL 0] 4
CA3l EE EE ACTIVE ACTIVE MANUAL OK .
CA3l IPNODE  NMDCIP3 ACTIVE  ACTIVE MANUAL 0K S Ilt SCreen
CA3l IPNODE NMDSWH S ACTIVE ACTIVE MANUAL 0] 4 F)
CA31 IFNODE RABBIT ACTIVE ACTIVE MANUAL 0K .
CA31l IPNODE 141.202.85.1 ACTIVE ACTIVE MANUAL 0K }_1 t I
CA3l 0OSA 05A-0C ACTIVE ACTIVE MANUAL OK O rl ZO n a
CA31 0OSA 05A-00 ACTIVE ACTIVE MANUAL
SNRTEST (22 47 543 Alert Monitor (10: 3
Command ===> SCroll ===» PAGE

. 5/B=Browse T=Track N=Notes A=Analyze TT=TroubleTicket C=Close ?=More
Time Description Resource Track

SDETEST

Command ===> Command ===> _
S=Status L=Transient Log D=D ] S/B=Browse T=Track
System (lass Resource Desired Actua Time Description
CA3l APPNHPR USILDAO1.A31 ACTIVE  ACTIV
A3l cIp NMDCIP3 ACTIVE  ACTIV
. CA3l CSH CSM ACTIVE  ACTIV
Spllt Screen (A3l EE EE ACTIVE  ACTIV _
. A3l IPNODE  NMDCIP3 ACTIVE  ACTIV 23.40.57 STACK (0SAZ): if
Vertical CA31  IPNODE  NMDSWHS ACTIVE ~ ACTIV | 23.40.56 CIP: MemUsedPerc

CA3l IFNODE  RABBIT ACTIVE  ACTIV 22.41.00 IPNODE: NETSTATU

CA3l IPNODE  141.202.85.1 ACTIVE  ACTIV
A3l 05A 0SA-0C ACTIVE  ACTIV
CA3l 05A 0SA-00 ACTIVE  ACTIV
CA3l 05A 0SA-01 ACTIVE  ACTIV ¥YEND¥¥

*TENDT*
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Command ===» _

S5croll

Select the required shortcut by placing an '5' beside it
Description
Administration :
Alert Monitor
Alert Monitor
Define Filters
Alert History
List Allocated Files
Alert Monitor Self Test
Define Trouble Ticket Interface
APING a Control Point

Shortcut
JADMIN
JALADMIN
JALERTS
JALFILT
JALHIST
JALLOC
JALTEST
JALTTI
JAPING

Primary Menu
» Administration Menu

JAPPNCP

JAPPNDLU
JAPPNHPR
JAPPNRTP
J/APPNTOP

List CP-CP Sessions

List Dependent LU Requestors
APPN/HPR : RTP Management
List RTP Pipes

Display APPN Subnetwork Topology Information

JAPPNTRL
—_ /ASADMIN
—_ /ASINFO

Fl=Hel
F7=Backward

List Transport Resource List Entries
Automation Services : Administration Menu
Address Space Information
F2=5plit Fi=Exit
FB8=Forward F9=5wap

F4=Return F5=Find Fo=Refresh




Command Entry

- NetMaster : Primary Menu
Select Option ===> cmd_

M - Monitors Userid GUECRO1
H - Historical Data ) ) LU NMF31002
- IP and SNA Network Diagnosis Time 21:43:02

NMMSC (21.47.19) MetMaster : Command Entry Line 1 of 1001
Command ===> netstat all_

===

System 4+ NMMSC Limit 1000 wrap OFF Edit ON scroll OFF Asvnc ON
LINE 1---+----10---—4+----20--—4----30--—4--—--40---4-——--50---4----60---4----70---
0001 netstat all

0002 MVS TCP/IP NETSTAT CS v1R12 TCPIP Name: TCPIPOG 21:47:17
0003 Client Mame: BPXOINIT Client Id: 0000002C

0004 Local Socket: 0.0.0.0..10007 Foreign Socket: 0.0.0.0..0

0005 Last Touched: 00:14:23 State: Listen

NMMSC (21.49.28) NetMaster : Command Entry Line 1 of 107

Command ===> d majnodes

===

System + NMMSC Limit 1000 wWrap OFF Edit ON scroll OFF Async ON
LTwe 1---+----10---4+----20---—4+-—---30--+----40--—+----50--——4+--——-—-60--——4+--—--70--—-
0001 d majnodes

0002 ISTO97I DISPLAY ACCEPTED

0003 IST3I%0I DISPLAY TYPE = MAJOR MNODES

0004 TISTOB9I VWTAMSEG TYPE APPL SEGMENT .
000% TSTOB9T




LOGGING -/LOG

Activity Log : -
Command === text 1st493I Scrall ===» PAGE

Time Log Data far C530
09.56.42 START $CAPKCAL $IPPTPKG INITIALISEPTFLAGS RESOURCE
09.56.42 RMINTT11 SYSTEM THMAGE STARTUP PROCESS STARTED

09.56.42 [ SDBTEST Activity Log : THU 11-AUG-2011 Filter:ist493I
09.56.47 ICﬂmmand ===» _ Scroll ===> PAGE

09.56.42 I 1ipe Log Data far €530
ﬂ9_56_42 ['l"l"l"l"l"l"l"l"l"l"l"l"l"l"l"l'i"l"l"l"l"l"l"l‘i"l"l"l"l"l"l"l"l"l‘ TDP_DF_DAY oo e ke ok b b ok b b b b b b b b b b bl b e Rl e e e e e e el
09.56.47 .40.43 IST4931 VARY ACT  FOR ELOO0  OVERRIDDEN BY VARY INACT
09 56 43 101.40.43 IST4931 VARY ACT  FOR ELOO1  OVERRIDDEN BY VARY INACT
-29-%3 101.40.43 IST493I VARY ACT  FOR EL00Z OVERRIDDEN BY VARY INACT
09.56.43 101.40.43 IST493I VARY ACT  FOR 'SEATE NVERRTNNEN RY VARY TNACT
09.56.43 J01.40. IST4931 VARY ACT  FOR Display Formats
09.56.43 101.40.43 IST4931 VARY ACT  FOR scrolling
09 56 43 101.40.43 TST493T VARY ACT  FOR Printing ]
-20-%3 101.40.43 IST493I VARY ACT  FOR Locating Records by Time
03 03 101.40.43 ISTAGIT VARY ACT  FOR Fonding a Character. String
.56.43 101.40.43 IST493T VARY ACT  FOR 1nding a_
09 56 43 101.40.43 I5T493T VARY ACT  FOR Highlighting Lag Records

. ] Filtering Log Records
09 43 7101.40. I5T4931 VARY ACT  FOR Viewing Records from Another Region
s A ] IST4931T VARY ACT FOR

Issuing M5 Commands and Shartcuts
I5T4931 VARY ACT FOR

Defining and Locating Labels
IST4931 VARY ACT FOR

Function Keys
IST4931 VARY ACT FOR Caontrolling Message Attributes
IST493T VARY ACT FOR




Couple of Key Features
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CA NetMaster Network Management Alert
Monitor Overview

NETMD (06.33.24)---- Alert Monit&r (97: Filter: DCOPER
===> S - SR

Command CTro

S/B=Browse T=Track N=Notes A=Analyze TT=TroubleTicket C=Close ?=More
Time Description Sys

06.30.46 HZSO003E CHECK (IBMXCEF,XCE CDS SEPARATION) : MVSE
23.29.00 QMXD PSID: 2 FREE PAGE % < 20 - CONTACT MQOPS ON-CALL! MVSD

20.30.00 $AVRSY WILL RESTART ITSELEAAFTER ITS SACKUP ENDS I\YAVASED,
F2= Spllt F3=Exit F4=History F5=Find =
F11=Right

09293 Smart Network Management with CA NetMaster Network Managment




CA NetMaster Network Management Alert - -
Monitor Overview

SHARE

Techaclogy - Conatclions - Results

o

———————————————— Alert Monitor

Alert Display —----Columns 00001

Command === Scroll ===
CSR

SSM STATE warning: 86 $STCTBL tasks are current=DOWN, DESIRED=UP

Alert Text

List of tasks w/ current=DOWN, DESIRED=UP:

SAVRSD SAVRSY $D ADTCORD2 ADT131D ADT131X ADT132 ADT133D ADT133X
ADT134 ADT135 ADT136 ADT144 ADT147 ADTI153 ADT154D ADT154X ADTI155
ADT158 ADT161 ADT164D ADT104X ADT165 ADT1e67 ADT171 ADT175 ADT176
ADT177 CICSMQ1l CICSMT1 CICSQA CICSQB CICSQC CICSQD CICSQE CICSQF
CICSOG CICSQH CICSQI CICSQJ CICSO|fews Mo
CICSQ2 CICSSQl CICSST1 CICSTA CIC
CICSTG CICSTH CICSTI CICSTJ CICST |y
MVJOBCLS NAPLTW OCCICD OCCIMD SAM|E gy

#@ Diagnostics
onitoring

Recommended Action [ EC— P
To Fix from console, Issue: 0
SSM MANAGE resource 5@ ristory
To Fix from ISPF, Issue: * 18 uilities
1. TSO OPS S
2. Scroll down or filter to loca
3. Use U line command to set cur
o UNKNOWN

Recommended Act

09293 Smart Network Management with CA NetMaster Netwark M=
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Alert forwarding
OPS/MVS
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Filtering Alerts

FILTER primary command changes the alert filter

Has effect only for the life of your CA NetMaster Network
Management session

- Each user's profile can have a default filter
Filter syntax:

* FILTER Bring up filter menu (shown next)
* FILTER filterName Change the current filter
* FILTER OFF Show all alerts

 FILTER RESET Return to filter stored in your profile

SHARE
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Resource Monitor

SDETEST CA31-0001
Command ===> Sscroll ===» PAGE

S=Status L=Transient Log D=Display DBR=Database ?=List Cmds
System Class Resource Desired Actual Mode Logical  Ovr
CAdl APPNHPR USTLDAO1.A31 ACTIVE ACTIVE MANUAL Ok
CAdl CIP NMDCIP 3 ACTIVE ACTIVE MANUAL ALERTSEV2
CA3l CS5M CS5M ACTIVE ACTIVE MANUAL OK
CA3l EE EE ACTIVE ACTIVE MANUAL OK
CA3l IPNODE NMDCIP 3 ACTIVE ACTIVE MANUAL OK
CA3l IPNODE NMDSWH 5 ACTIVE ACTIVE MANUAL OK
CA3l IPNODE RABEIT ACTIVE ACTIVE MANUAL Ok
CA3l IPNODE 141.202.85.1 ACTIVE ACTIVE MANUAL Ok
CA3l O5A 05A-0C ACTIVE ACTIVE MANUAL Ok
CA3l 05A 05A-00 ACTIVE ACTIVE MANUAL Ok
CA3l 0S5A 05A-01 ACTIVE ACTIVE MANUAL OK

'I"I'EMD'I"I'

Fl=Hel F2=Split F3=Exit
F7=Backward FB8=Forward F9=Swap




Select specific monitoring

SDBTEST ResourceView : STACK TCPIP31 Monitoring Definition CA31-0001
Command ===>

A=Activate Type I=Inactivate Type 5/U=Update
Monitor Send to

Type of Monitoring Status Rate ReportCenter
____ Address Space Monitoring ACTIVE 10
____Connection Workload Monitoring ACTIVE
FTP workload Monitoring ACTIVE
IP Security Monitoring INACTIVE
____IP, TCP, and UDP Monitoring ACTIVE
____ MIB Attribute Monitoring INACTIVE
S__ Network Interface Monitoring ACTIVE

—_—

____Telnet workload Monitoring ACTIVE

Ports for Address Space Monitoring
TCP Port(s)
UDP Port(s)

Fl=Hel F2=Split F3=File
F7=Backward FB=Forward F9=Swap Fl1=Panels F12=Cancel




Attributes and Actions

SDETEST CA31-0001
Command ===>» ===> PAGE

S/U=Update R=Remowve

Attribute Alert Summary
ifInBandwidth% Sewv:3 »>9% Reset: <90
ifInBytes
ifInPkts
ifoutBandwidth% Sev:3 >95% Reset: <90
ifOutBytes Sewv:1l <999999999

OSA2Z Sew:1l <1 Reset: >1
ifoutPkts
ifstatusMatch Sewv:3 NO Reset: -NO
ifStatusOper Sewv:2 _=UP Reset: UP
ifTotalPktsDiscard% Sev:3 »2 Reset: <1
ifTotalPktsError% Sev:3 »2 Reset: <1

SDETEST Monitor Attribute : Alert Control Details (COUNTER) CA31-0001
Command ===> _ scroll ===> PAGE

Resource TCPIP31 (STACK)
Attribute ifoutBandwidth¥
Description Outbound byte rate as a % of bandwidth
Qualifier
Baseline Type ... (Da1ly, DayOfweek or HourOfDay)
Three Strike Alert NO {YES or ND%D
S/U=Update A=Actions C=Clear Actions R=Reset Alert
Max

Alert Type summary Sev Act# Alert Description

High Rate Alert Sev:3 >95% Reset: <90 -

Low Rate Alert

Above Baseline Rate

Below Baseline Rate

'I"I'END'I"I‘




Graphic Monitor

SDEBTEST Graphical Monitor : Default Graphic Monitor - TCPIP ---$IPDEFAULT
Command ===» _

ADDRESS SPACES

Tot:1
CSNM30

EE AND APPN

Tot:2
EE

TP NODES
Tot:1 Tot:4

NMDCIP3 141.202.85.11
F4=Return




Diagnosis Tools for EE and APPN/HPR

» Enterprise Extender
* ‘missing’ and inactive connection highlighting
Connectivity Test
Traffic Explorer
UDP Connection List
RTP Health Check
« SmartTrace
 APPN/HPR
- RTP List format extended and new sorting
* RTP Health Check
« VTAM Command prompt list

SHARE
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DENMA44 TCP/IP
Select Option ===> ]

S XCA Major Node Summary
CS Condition Summary EECOND
T SmartTrace Menu EETRACE
CT Connectivity Test EETEST
UDP Connection List EEUDP
Traffic Explorer EEXP
RTP Pipe List EERTP
RTP Health Check EERH
VTAM Commands EEV
Traffic and Performance Data Menu EEPERF
Monitor EE EEMON
SNA APPN Diagnosis Menu SNAAPPN
RTP Event Detectors -

System ( Required S UC E R RH V )

Remote Host Name/Addr ... ( Optional CT )

09293 Smart Network Management with CA NetMaster Network Managment
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Tochaclogy « Corneclions - Results

SmartTrace

* Initiate trace and immediately view collected packets

Run multiple concurrent traces with results presented
Independently of each other

Multi-TCP connection trace

Pre-define traces to capture difficult to reproduce network
activity

Parse and decode of packets

Offload trace data to CTRACE or LIMBPCAP formats
Print single packet or complete packet list

SHARE

2011



SmartTrace cont SHARE

*Traces can be simply started or made as complex as
you require.

«Start traces( using context) from multiple menus
*TCP connection list (/IPCON)
*Resource Monitors (PT command)
«Stack Resource
*EE Resource
*ASMON Resource
IPNODE Monitor
*Trace menu — Advanced (/IPPKT)

SHARE

2011



Definition Type

Samples with pre-filled
values in fields. Th

are based on the
various template

types.

*XEND*® X




Advanced Tracing - continued

SDEBTEST SmartTrace : General Trace Details
Command ===> Page 1 of 4

Description demo general trace
IPF Version 4 (4 or 6)

Trace Packets with:
TCP/IP Stack
Interface Name

Either:

Local Host
Foreign Host

or:
Special Address (Loopback, Multicast or Broadcast)

IPF Protocol

Note
This is the first of four trace definition panels. Use FB=Forward for
more selection criteria, stop criteria and trace options.

Fl=Halp F2=5plit i

FE=Forward SmartTrace : General Trace Details

Command ===x Page 2 of 4

Trace Packets with:

Fragmentation (¥Yes or No)

IP Header Options Present ... (¥Yes or No)

TOS Bits Set ({Yes or No)

Q0S5 values (o]
Time To Liwve

Packet Length

Packet Direction {(In or Out)

Packet Data (Following IP Header)

5tart
Oper Data Format Pos. Length
1 LIKE *demo¥ EECDIC 1 32
2 LTEE *demo¥ EBCDTIC EE] 2

Expression ....+ 1 OR 2 e.g. 1 and (2 or 3)

Fl=Hel F2=5plit
F7=Backward F8=Forward Fll=StopAct Fl1l2Z2=Cancel




Advanced Tracing - continued

SmartTrace : General Trace Details

5top After Tracing a Packet with:
Fragmentatinn (Yes or No)
Don"t Fragment Bit ____ (Yes or No)
Time To Live
Packet Length
Packet Direction ____ (In or Out)

Packet Data (Following IP Header)
S5tart
Oper Data Format Pos. Length

Xpression .... e.g. 1 and (2 or 3)

Fl=Hel F2=5plit Fi=File F4=5ave
F7=Backward F8=Forward F9=5wap Fll=5topAct Fl2=Cancel




Exporting & Reports (report command)

SDBTEST------ - - SmartTrace : Trace Reports ---- - -—---—---—-- -
Command ===> S5croll ===» PAGE

S/V=View P=Print SAV=Save ?=More Actions
IPCS Reports
TCP Data Flow Report (1)
TCP Sessions Report (1)
Flag Report
Interface Report
IP Address Report
TCP Port Report
Protocol Summary Report

Session Summary Report
bl ol ol bl o b bl ol bl el bl b bl b bRy B nm O Nat g ik deded b el odeod odeledododedodedodeded ol odeded ol odedel

DETEST-----------———- martirace : ExXport Packe Frace ----—---———-——————-————
Command ===> Function=Expo

Trace Details

Definition Mame ..... TCPIP31V-5TACK: test

Stack ... ..o eean. TCPIP3I1V

Description ......... save test

Saved .........ccccann. 17-SEP-2009 at 14:05 by BEESTO3
Humber of Packets ... 186

Export Details
Dataset or HFS File:

Adjust Time By ...... (+/-hh:mm, mm must be 00 or 30)
OQutput Format ....... LTIBPCAP (LIEBPCAP or CTRACE)




Baselines

Summary Display

.=Expand or Collapse 7=more actions
TP System + CA31

Condition Summary wWarning Problem Status
Stack TCPIP31 IP, TCP, and UDP Lavers ] o

e

5]

SDETEST TCP/IP Performance : Sample Hourly Rates Graph

Resource ID TCPIP3IL

Description tcpip31

Attribute ID (Twpe) tcpDroppedConns (COUNTER)

Description TCP connections dropped

Total Alert Count O

Period Z2hrs 4d44mins : Wed 10-Aug-2011 from 21:10 to 23:54

Axis range is 1 to 540 esach point is 10
Sample Time Kate +----100--4+----200--4+----300--4+-—-—-400-—-4+----500-

379,00 EEEEEEEEEEEEEEEEEEEEEEENS EEEEEEEEEEEEN

269,00 EEEEEEEEEEEEEEEEEEEEEEEEGEE

264 00 EEEEEEEEEEEEEEEEEEEEEEEE(E

480,00 EEEEEEEEEEEEEEEEEEEEEEEE NN EEEEEENEEEEEEEEEEEEEN
373.00 EEEEEEEEEEEEEEEEEEEEEEEEGEEEEEEEEEEEN

J30a. 00 EEEEEEEEEEEEEEEEEEEEEEEEEEEEEN

T I I Pl I I I P




Usage Scenarios
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Scenario 1 =

OSA utilization monitoring alert £
» Monitoring

« OSA utilization exceeds baseline threshold
- EE Bytes Sent as Stack % exceeds normal threshold

- =/EEUDP to display EE UDP Connection List
« SORT BYTESOUT to determine busiest

« R to list RTP pipes using this connection
 SORT RATE D to determine most active
* TRS to display traffic statistics for this RTP pipe
« PT to trace RTP pipe
+ S to display and drilldown to sessions

SHARE
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Scenario 2
LU Session fails with sense 087D

Techaology « Corneclions - Results

« A connection partner is unavailable
- [EEXCA shows a connection as INACT or RESET
« An SNAGRP resource contains a static PU not active

« [EEXCA
- A to activate a static PU
» CT to test connectivity
- UN against line group to display unreachable partners
« UNC to clear unreachable partner information

SHARE
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Scenario 3
What application traffic is

being carried now on this
stack interface?

* You have traffic figures for
each stack interface — and
for each appl.

But are they correlated?

 For stack interface ABC,
what applications are
contributing to its current
traffic?

« For application XYZ, what
stack interfaces are its
current traffic flowing
over?

e

3

SHARE
Tochaclogy « Corneclions - Results

Use the Interface-
Application traffic figures

« A TCP connection can

send packets over more
than one interface!

The NetMaster Packet
Analyzer correlates traffic
for stack network
Interfaces with
NetMaster's own
‘business applications’ —
and vice versa

« Avalilable from IP

SHARE
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Interface-Application Traffic, by Interface

DENM17Y TCP/IP : IP Throughput Summary
Scroll

.“Expand or Collapse “Y=more actions
IF Throughput: Total: 4 Stks, 277 Interfaces 122 .4 46211 103

Stack/ Connections ———Packets/Second———- ————Bytes/{Seco

Interface MNMame Active In Out In O

— CA31: 103 9.1 63.33 18707 27%

— TCPIP31 102 >99% 51.54 &87% 55.46 88% 17604 94% 259

LOOPBACK 24 .62 48% 24.62 44% 12754 7T2% 127

05A1 26 .91 2% 17.99 32% 28% T

o03AZ2 0.003 <1% 12.7 23% . <1% 61

HIFERLFF 0] 0% 0.14 1% 0% 24
LOOPBACKE 0] 0% o 0%
LNKYIPA 0] 0% 0] 0%

TCRP/IP : Interface Traffic Statistics

Stack HName TCPIFZ21
Interface HName

Applications 100% ——10——20——-30——40——-50-——-60——70——80——90——-—
FTF 487%
OTHER 37%
Unassigned 6%
CCITCFPGW Sl
Hermes—-31 3%
TELMNET 1%
MY SMNFSC (1%
STHMZ (1%
DENMI1TY (1%
CCITCP (1%
YANQAYEZ <{1%
SMTFEMAIL <1%




artace-Applicatic s 0
Applicatlc

DEMMIY—1——————————————— TCP/IP : Application Usage Summary ——————————————————————
Command ===32 Scroll ===* C35R

.“Expand or Collapse 7=more actions

Applications: Most actiwve: OTHER 29.05 17010 A%

System/ Connections ———Packets/Second———-— ————-Bytes/Second————-

Appl. Active In Out In Out
— CA31 9B 24 25 28 .25 7484 1676

- OTHER T1 Ta4% 12.22 S0% 16.83 60% 4657 B2% 12353 T74%

- Hermes—31 &) 6% 1.86 8% 1.307 5% 391 .6 5% 1714 10%
sHl - DBZ2 3 3% 1.347 6% 1.237 4% 1287 17% 348.8 2%

- QAM1RA4 1 1% 1.077 4% 1.167 4% 3Z20.7 4% 1258 8%

- CCITCPGHKW 1 1% 0.77 3% 0.74 3% 432 .3 6% 462.8 3%

- QAM1 1 1% 1.76 7% 1.32 5% 110.9 1% 348.8 2%

- STHNMZ yad 2% 0.3 1% 0.4 1% 21.6 <1% 26.8 <1%

- MYSNFSC 3 3% 0.067 (1% 0.087 (1% 20.8 {1% 11.89 1%

- DENM1T 1 1% 0.18 {1% 0.2%53 1% 14.03 {1% 18.%4 1%

- FTP 0] o0X% 0.16 {1% ©0.167 {1% 8.12 {1% 13.44 {1%
DENM1I?Y———————————— TCP/IP : Application Traffic Statistics --——"—"17"171-—7"1-—"1—""-—">"——-
Command ===> || Scroll ===> CSR

Application MName ... DBZ
Stack Interface Bytes 9453k 100% - ——10--20-—-30-—-40--50—-60-—-70——80—-—-90——-

TCPIP31-LOOPBACK 9442k >»99%
Indeterminate 11424 1%

Application Traffic Statistics through stack: TCPIP31

Fackets In Packets Out Bytes In Eytes Out
Time Stk% Amount Stk Amount Stk Amount Stk Amoun t
23.02 3% 37 2% 32 19% 37999 1% 9478
23.01 14% 1100 HEEER 14% 1092 HEEER 3% 1545k HEEER 12% 393k HEEEN
23 .00 6% 67 1% 61 27% 84356 2% 17333
22 .59 6% a3 5% 6 268% B1777 3% 21882

272 .58 6% a3 4% 85 25% 82191 2% 23271



Scenario 4

Are we getting a lot of
connection faillures?

« Connection totals and active
counts get lots of attention.

« What about connection
failures?

« These can be close to invisible,
but can indicate a wide variety
of potential problems, such as:

« Security: is someone trying a
random or brute force attack?

 Application performance: is an

application unwell or
unavailable?

e

3

.

SHARE
Techaology « Conmeclions « Resulls

Use the new Real-Time
|IP Event Detectors

NetMaster Packet Analyzer
detects packet-based events by
watching real-time packet
streams

For ‘genuine’ connection
failures caused by TCP Server
RST, use the SVRRESET
detector

For connection attempt failures,
use the NOLISTEN detector

Normal NetMaster Alerts are
raised

SHARE
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SVRRESET IP Event Detector Setup =
Criteria LT

DENM1TY TCP/IP : TCP Serwver Reset Criteria
Command ===> .

Short Description WW Example 1 Status ACTIVE

Server

(Generic allowed)
Server

(Range allowed)

Client

(Generic allowed)
Client

(Range allowed)

Active Alert Limit .... 5 (Maximum active alerts. Range 1 to 20)

A TCP Server Reset event detector watches the TCP connections and detects when an
established connection is reset by the server end of the connection. If detected an alert is
raised indicating the connection partners.

This is a real-time Packet Analyzer based event. Client-initiated resets are ignored. (Also

ignored are resets sent by the stack, in response to connection attempts to non-existent
port listeners.)

MNote: This detector only applies to packets coming from or going to the z/0S system seen
by the Packet Analyzer.

Use this type of event detector when you want to know of the following conditions:
- All server reset connection failures involving a specific application

- Any server reset connection failures and who they are most often happening to

2011



NetMaster Strengths

- SNA. TCP/IP. MVS, File
Transfers, other )

* Trends, Reporting, |
Diagnosis J

* Proactive, Intuitive, |
Flexible

* Intuitive, Flexible J
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Questions?

QUESTIONS?

Craig.guess@ca.com
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2011



