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Product Description
• CA NetMaster Network Management empowers new and 

experienced network administrators to easily identify and resolve 

network issues before they impact the end user and plan for future 

demands with a choice of interfaces on a single pane of glass. 

What is NetMaster?
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CA Mainframe Network Management
Product Family

CA NetMaster®

Network 
Management 

for TCP/IP  12.0

CA NetMaster®

Network 
Management 
for SNA  12.0

CA NetMaster®

Network 
Automation  

12.0

CA NetMaster®

File Transfer 
Management  

12.0

CA NetSpy™ 
Network 

Performance  
12.0
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Comprehensive Toolset

CA NetMaster 

Mainframe Networks
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NetMaster Base Functionality 

• SNA, TCP/IP,  MVS,  File 
Transfers, other

Monitoring 
Functions

• Trends, Reporting, 
Diagnosis

Historical 
Information

• Proactive, Intuitive, 
FlexibleDiagnostics

• Intuitive, FlexibleReporting 
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General Housekeeping



The zIIP capabilities

• zIIP utilization: a growing factor in assessing the true value 

of mainframe software purchases.

• CA NetMaster delivers the best zIIP exploitation 

capabilities:

• Code specifically designed to execute on a zIIP

• Measures its own zIIP eligible and actual zIIP CPU 

consumption
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Region = XM={ TASK | ZIIP | BEST }

SSI = PAEXMODE={ TASK | ZIIP | BEST }



Primary menu – customizable 
Profile command



Split Screen 
Horizontal 

Split Screen
Vertical



Shortcuts 

=A.A.I



Command Entry 



LOGGING  - /LOG



Couple of Key Features
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CA NetMaster Network Management Alert 
Monitor Overview

NETMD (06.33.24)---- Alert Monitor (97: 23 2 47 25 ) -------Filter: DCOPER
Command ===>                                               Scroll ===> CSR
AMDISP01 ACTIVITY HAS OCCURRED OFFSCREEN (BELOW) FOR A SEVERITY 2 ALERT  

S/B=Browse T=Track N=Notes A=Analyze TT=TroubleTicket C=Close  ?=More 
Time     Description                                            Sys  
06.30.07 DSN9022I  -DPSX DSNYASCP 'START DB2' NORMAL COMPLETION MVSE 
06.30.01 SSM STATE warning: 3 $GRPTBL tasks are current=DOWN,DE MVSE 
06.30.00 SSM STATE warning: 86 $STCTBL tasks are current=DOWN,D MVSD 
06.30.00 SSM STATE warning: $STCTBL.TPX4VGRE is CURRENT=ABEND   MVSE 
06.30.00 SSM STATE warning: MISCTBL.ADABLDTP is CURRENT=STARTIN MVSE 
06.30.00 CSQM090E *QMXD CSQELRBK FAILURE REASON CODE X:00D44002 MVSD 
06.29.24 DPSXMSTR IS DOWN ON MVSE-CONTACT DB2DBA ON CALL        MVSE 
06.07.18 DSNJ128I  -DPSA LOG OFFLOAD TASK FAILED FOR ACTIVE     MVSE 
06.04.20 IEF450I ADPREPHE S01 - ABEND=S000 U1234 REASON=0000000 MVSE 
06.02.40 IXC585E STRUCTURE ADT133_CACHE1 IN COUPLING FACILITY I MVSD 
06.00.35 IXC585E STRUCTURE ADT133_CACHE1 IN COUPLING FACILITY I MVSD 
05.58.55 COR026E CONFIGURATION FILE 00248/00245 READ ERROR (RSP MVSE 
05.50.27 IEF450I ADEXSGS1 S01 - ABEND=S000 U1234 REASON=0000000 MVSD 
01.53.53 CSQE102E *QMXD CSQERCFS UNABLE TO RECOVER STRUCTURE PE MVSD 
00.48.42 DSNJ139I  -DPSX LOG OFFLOAD TASK ENDED                 MVSE 
06.30.46 HZS0003E CHECK(IBMXCF,XCF_CDS_SEPARATION):             MVSE
23.29.00 QMXD PSID: 2 FREE PAGE % < 20 - CONTACT MQOPS ON-CALL! MVSD 
20.35.00 TASK $AVRSZ DID NOT COME DOWN NOTIFY DCTECH !!!        MVSC 
20.30.00 $AVRSY WILL RESTART ITSELF AFTER ITS BACKUP ENDS       MVSD

F1=Help      F2=Split     F3=Exit      F4=History   F5=Find      F6=Hold
F7=Backward  F8=Forward   F9=Swap                  F11=Right            
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CA NetMaster Network Management Alert 
Monitor Overview

NETMD---------------- Alert Monitor : Alert Display ----Columns 00001 
00079

Command ===>                                                Scroll ===> 
CSR

SSM STATE warning: 86 $STCTBL tasks are current=DOWN,DESIRED=UP         

Alert Text                                                               
List of tasks w/ current=DOWN, DESIRED=UP:                              
$AVRSD $AVRSY $D ADTCORD2 ADT131D ADT131X ADT132 ADT133D ADT133X        
ADT134 ADT135 ADT136 ADT144 ADT147 ADT153 ADT154D ADT154X ADT155        
ADT158 ADT161 ADT164D ADT164X ADT165 ADT167 ADT171 ADT175 ADT176        
ADT177 CICSMQ1 CICSMT1 CICSQA CICSQB CICSQC CICSQD CICSQE CICSQF        
CICSQG CICSQH CICSQI CICSQJ CICSQK CICSQL CICSQZ CICSQ0 CICSQ1          
CICSQ2 CICSSQ1 CICSST1 CICSTA CICSTB CICSTC CICSTD CICSTE CICSTF        
CICSTG CICSTH CICSTI CICSTJ CICSTL CICSTM CICSTO CICSTP CICSTQ          
MVJOBCLS NAPLTW OCCICD OCCIMD SAMSD SVTSD1                              

Recommended Action                                                       
To Fix from console, Issue:                                             

SSM MANAGE resource                                                   
To Fix from ISPF, Issue:                                                
1. TSO OPS S                                                           
2. Scroll down or filter to locate resource                            
3. Use U line command to set current_state

to UNKNOWN                                                          
F1=Help      F2=Split     F3=Exit                   F5=Find              
F7=Backward  F8=Forward   F9=Swap                                             
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Alert forwarding 
OPS/MVS 

MVSE

OPS/MVS

NetMaster

NMSSI

MVSD

OPS/MVS

NetMaster

NMSSI

MVSC

OPS/MVS

NetMaster

NMSSI

MVSB

OPS/MVS

NetMaster

NMSSI

MVSA

OPS/MVS

NetMaster

NMSSI

OPS/MVS MSF network using LU 6.2 & CCI

NetMaster Links enables all alerts to be seen and processed on every NetMaster

AOALERT

request
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Filtering Alerts

• FILTER primary command changes the alert filter

• Has effect only for the life of your CA NetMaster Network 

Management session

• Each user's profile can have a default filter 

• Filter syntax:

• FILTER Bring up filter menu (shown next)

• FILTER filterName Change the current filter

• FILTER OFF Show all alerts

• FILTER RESET Return to filter stored in your profile



Resource Monitor



Select specific monitoring 



Attributes and Actions 



Graphic Monitor 
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Diagnosis Tools for EE and APPN/HPR

• Enterprise Extender

• ‘missing’ and inactive connection highlighting

• Connectivity Test

• Traffic Explorer 

• UDP Connection List

• RTP Health Check

• SmartTrace

• APPN/HPR

• RTP List format extended and new sorting

• RTP Health Check

• VTAM Command prompt list
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Enterprise Extender Management Menu



SmartTrace

• Initiate trace and immediately view collected packets

• Run multiple concurrent traces with results presented 

independently of each other

• Multi-TCP connection trace

• Pre-define traces to capture difficult to reproduce network 

activity 

• Parse and decode  of packets 

• Offload trace data to CTRACE or LIMBPCAP formats

• Print single packet or complete packet list



SmartTrace cont. 

•Traces can be simply started or made as complex as 

you require.

•Start traces( using context) from multiple menus

•TCP connection list (/IPCON)

•Resource Monitors (PT command)

•Stack Resource

•EE Resource

•ASMON Resource

•IPNODE Monitor

•Trace menu – Advanced (/IPPKT)



Advanced Tracing – templates 



Advanced Tracing - continued



Advanced Tracing - continued



Exporting & Reports (report command) 



Baselines



Usage Scenarios 
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Scenario 1
OSA utilization monitoring alert 

• Monitoring 

• OSA utilization exceeds baseline threshold

• EE Bytes Sent as Stack % exceeds normal threshold

• =/EEUDP to display EE UDP Connection List

• SORT BYTESOUT to determine busiest

• R to list RTP pipes using this connection

• SORT RATE D to determine most active

• TRS to display traffic statistics for this RTP pipe

• PT to trace RTP pipe

• S to display and drilldown to sessions
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Scenario 2
LU Session fails with sense 087D

• A connection partner is unavailable

• /EEXCA shows a connection as INACT or RESET

• An SNAGRP resource contains a static PU not active

• /EEXCA 

• A to activate a static PU

• CT to test connectivity

• UN against line group to display unreachable partners

• UNC to clear unreachable partner information 



Scenario 3 
What application traffic is 

being carried now on this 

stack interface? 

• You have traffic figures for 

each stack interface – and 

for each appl.

But are they correlated?

• For stack interface ABC, 

what applications are 

contributing to its current 

traffic? 

• For application XYZ, what 

stack interfaces are its 

current traffic flowing 

over? 

Use the Interface-

Application traffic figures 

• A TCP connection can 

send packets over more 

than one interface!

• The NetMaster Packet 

Analyzer correlates traffic 

for stack network 

interfaces with 

NetMaster’s own  

‘business applications’ –

and vice versa

• Available from IP 

Summary



Interface-Application Traffic, by Interface



Interface-Application Traffic, by 
Application



Scenario 4

Are we getting a lot of 

connection failures? 

• Connection totals and active 

counts get lots of attention. 

• What about connection 

failures? 

• These can be close to invisible, 

but can indicate a wide variety 

of potential problems, such as:

• Security: is someone trying a 

random or brute force attack?

• Application performance: is an 

application unwell or 

unavailable?

Use the new Real-Time 

IP Event Detectors

• NetMaster Packet Analyzer 

detects packet-based events by 

watching real-time packet 

streams

• For ‘genuine’ connection 

failures caused by TCP Server 

RST, use the SVRRESET

detector

• For connection attempt failures, 

use the NOLISTEN detector

• Normal NetMaster Alerts are 

raised



SVRRESET IP Event Detector Setup 
Criteria



NetMaster Strengths

Recap - Elements of success

• SNA, TCP/IP,  MVS,  File 
Transfers, other

Monitoring 
Functions

• Trends, Reporting, 
Diagnosis

Historical 
Information

• Proactive, Intuitive, 
FlexibleDiagnostics

• Intuitive, FlexibleReporting 
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Questions?

Craig.guess@ca.com


